-
)

COST ACTION CMA16222 C E D S t m Funded by the Horizon 2020 Framework Programme

EEEEEEEEEEEEEEEEEEE

WISE-ACT

Wider Impacts and Scenario Evaluation of
Autonomous and Connected Transport

WG11 29th March 2022
Final WISE-ACT Conference - on line

Federico Costantini, University of Udine (IT)

© 2018 WISEACT | COST Action CA16222 | inf@igg-act.eu| www.wise-act.eu

of the European Union



)) Summary

1. WG1presentation

Tasksand participants

2. Summaryof the Thematicreport
A shortoverview

3. Keypoints

Focus on &w issues

4. Finalremarks
Someconclusionsandupdates

© 2018 WISE-ACT | COST Action CA16222 | info@wise-act.eu | www.wise-act.eu

O

CCCCCCCCCCCCCCCCC



)) WG1 presentation Y WiSE-ACT
WG1 TASKS

T1:1dentify the macreeconomicand fiscaimplicationsof ACT and
propose appropriate policgneasures

T2:reviewthe requiredlegalframeworkincludingits underlyingethics
andaccommodatindiability concerns

T3:exploresafetyscenario®f widespreadACTdeploymentandinform
the developmentof relevantstandards
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)) Summary of the Thematic report

1.- Introduction

2.- Ethical and legal framework

3.- Macro-economic implications of AVs
4.- Security and safety concerns

5.- Conclusions
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)) Summary of the Thematic report
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MoU Task Sections Focus
Ethical and legal framework Ethical issues and experimentation
2 national frameworks
Macro-Economic implications Transport justice issues, planning
1 challenges, coordinated technologica
Implementation
3 Safety and security concerns Cyberresilience and cybersecurity
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)) Key points

1.- Introduction

« e] transport 1 s a
ecosystem, it is likely exposed to
iImbalances which, in a globalised scenario,
can cause unpredictable consequences of
unknown magnitudes.

€ Jjust one of the | es s o0 mSs/twWdeddbrawkieovibioe a
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https://it.wikipedia.org/wiki/COVID-19
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2.- Ethical and legal framework

«[ é] t he | egal and ethical frame:
significantly in the next future following an intense political
agenda dictated by the newly installed Commission».

O
B

© 2018 WISE-ACT | COST Action CA16222 | info@wise-act.eu | www.wise-act.eu



)) Key points
s R

Beginning 2000

Dir. (UE) 2002/58/CE privacy
in electronic communications

Dir. (UE) 95/46/CE data
protection

Dir. (UE) 1999/93/CE
electronic signature

Dir. (UE) 2000/31/CE

electronic commerce

Dir. (UE) 2001/29/CE digital
copyright

)

Reg.

N

Evolutionof the EU Legdramework

Reg. (UE) 2018/1807 «non-

personal data»

Proposta di Regolamento «E-

Privacy» COM(2017)10

-

-

«Privacy Package» \

Dir. (UE) (UE) 2016/681 «PRN>»

Dir. (UE) (UE) 2016/680
«criminal system»

Reg. (UE) 2016/

>

(UE)

e DASH/ 201

Electronic signatures

Dir. (UE) 2016/1148 «N.I.S.»
network information security
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\ / EU Data Strategy

& 5 I GovernanceActé
(COM/2020/767final)

/ Information security

COM(2020) 828nal
ProposalNIS 2.0

COM(2020) 82¢inal

ProposaIReS|I|enceCriticaIentities / \

«Dataact»
(COM/2022/68final) /

~

21 April 2021
P9_TA(2021)0144 onlirterrorism
contentspreading

Digital Service Package 15/12/20

COM(2020) 84fnal

ProposaDigitalMarketsAct

COM(2020) 82&nal

ProposaDigital Servicéct

/ Artificial Intelligence 20/10/20 \

P9 TA(2020)0275 Ethics and IA (proposal
Artificial intelligence Law COM/2021/209

P9_TA(2020)0276 Civil liability Al (Proposal
Reg.)

P9 TA(2020)0277 Intellectual property Al
(Res.) /

P9 TA(2020)0274 Digital Services and
Fundamental Righs (Res.) 20/10/20

Reg. (UE) 2019/881 Cybersecurity
Act

: - 20 January 2021
Dir. (UE) 2019/790 copyright in the

Digital Market

P9_TA(2021)0009, «KillRobots P



)) Key points
LIVINALABSNORLDWIDE

- Transpolisn Lyon(France)http://www .transpolisfr/

- Zalazonen HungarynearBudapesthttps://zalazonehu/

- K-Cityin SouthKoreg http://www .ts2020Kkr/eng/main.do

- Mcity in the United Statesin Michigan,https://mcity.umichedu/

zzzzzzzzzzzzzzz

- CETRAKCenterof Excellencdor Testingand Researclof AutonomousVehicles)n Singaporehttps://cetran.sqg/
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FOUR REGULATORY PRINCIPLES

adaptive regulationdefined standards can be updated permanently as the technology changes and so the
regulation can be adjusted.

- Theoutcome-based regulatiorfocuses on the outcome regulators want to achieve and less on the technology
itself.

- Arisk-weighted regulationhelps to priorities the areas of concern when developing a new technology and with
this raises the efficiency and fosters the technology development.

- The approach of aollaborative regulationsupports the cooperation of regulators from different areas across the
ecosystem to together define regulations for industry and technology, whereas the national as well as the
international level can be addressed.

https://www?2.deloitte.com/content/dam/Deloitte/de/Documents/humascapital/DI DR24 Requlatisthe-future-of-
mobility.pdf
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WHAT IS THE PROPOSAL

Article 53 AlregulatorysandboxeARTIFICIAL INTELLIGENCE ACT, COM/2021/206 final)

1.Alregulatorysandboxe®stablishedoy one or more Member Statescompetentauthoritiesor the EuropearData
ProtectionSupervisoshallprovide a controlled environmentthat facilitatesthe development testingand
validation of innovative Alsystemsfor alimited time before their placementon the market orputting into
servicepursuantto a specificplan. Thisshalltake placeunder thedirect supervisiorand guidanceby the competent
authoritieswith aviewto ensuringcompliancewith the requirementsof this Regulatiorand, whererelevant other
Union andMember Stateslegislationsupervisedvithin the sandbox

wX6

4.Participants in the Akgulatorysandboxshallremainliable underapplicableUnion andMember Statedliability
legislationfor any harminflicted on third partiesasa resultfrom the experimentationtakingplacein the sandbox
wX6
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)) Key points \3} WISE-ACT

3.- Macro-economic implications of AVs

«T'he adoption of an Al advanced technology as
Autonomous Vehicles need to act on two basic needs in
transport: time and space, but at the same time on the
human contact that is just what Av pretends to reduce»
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)) Key points \3} WISE-ACT

3.- Macro-economic implications of AVs

The main objective that the European Commission events pointed out are:

1. How empowering young women for transport digitalized decision job positions?

2. How to incorporate women into the planning process

3. Designing green, resilient digitalization

4. Develop whole communities by ensuring digital transport for New Green Deal

5. Provide inclusive digital services that meet the diverse needs of travel

?ﬁobilﬁpyab“ng progress in funding, education and outreach for inclusive sustainable digitilized

7. Adding the Green dimension consideration to the Social dimension of the transition towards
automation and digitalisation in transport, focusing on the labour force.
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)) Key points \3} WISE-ACT

4.- Security and safety concerns

«ACTs efficiently interact with infrastructure, people and other
vehicles to increase their operating capabilities. The more
technical complexity (i.e., electronics and access technologies),
the greater vulnerabllity. Hackers know this, having enough
motivation and time to penetrate systemss.
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4.- Security and safety concerns

RECOMMENDATIONS
FOR THE SECURITY
OF CAM

MAY 2021

https://www.enisa.europa.eu/publications/recommendatiosisr-the-
security-of-cam
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4.- Security and safety concerns

https://www.enisa.europa.eu/publications/recommendatiosisr-the-
security-of-cam
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